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Abstract

Detailed measuementsand analysesfor the Linux-2.4
TCP stak on current adaptes and processcs are pre-
sentedWe describetheimpactof CPU scalingandmemory
busloadingon TCP performance As CPU speed®utstrip
I/O and memoryspeedsmanygeneally acceptedhotions
of TCP performancebgyin to unravel. In-depthexamina-
tionsandexplanationsof previouslyheld TCP performance
truths are provided, and we exposecaseswhele theseas-
sumptionsand rules of thumbno longer hold in modern-
dayimplementationsWe concludethat unlessmajor archi-
tectural changesare adoptedwe would be hard-pressedo
continuerelyingon the 1GHz/1Gbpsule of thumb

1 Intr oduction

With the adwent of 10 Gigabit Ethernet(GBE) and IP
storagenetwork requirementstherehasbeentremendous
industry activity in the areaof TCP/IP Of oad Engines
adapter§TOES)[1, 8, 13]. Themotivationbehindtheseef-
forts is the recognitionthat the processingequirement®f
a 10 GBE network adapteisurpasseboththe CPU abilities
andmemorybandwidthsof mainstreanseners. However,
theavailability of production-readyrfOEsandperformance
projectionds limited atbest.In orderto understandheper
formanceimplicationsandvalue of TOEs,we needan up-

dateon the latestTCP implementationgnd performances.

AlthoughTCP performancédasbeenwidely studiedin var-
iousforms|[7, 10, 6], thereareno performancenalysesn
today'scontext. Thegoalof this studyis thereforewo-fold:

To con rm the validity of certain TCP performance
“truths” and proposedoptimizationsin modernday
implementation’s

To take measurementand analysego a deeperevel
not previously takenby otherresearchers.

A seminal paperby Jacobsoret al [7] shaved that the
numberof instructionsfor TCP protocol processingtself
is minimal. The main messagds that the implementa-
tion of TCR, andnot the protocolitself, is the limiting fac-
tor. This bodeswell for the ability of TCP to scaleto
very high speeds.However, TCP requiressubstantiakup-
port from the operatingsystem. ResearchergLO] contend
that such non-datatouching portions are the main over-
heads,especiallyfor small transfers. To alleviate the de-
mand on the sener's CPU, recentimprovementsin net-
work adaptersnclude checksumof oading, interruptco-
alescingand sgmentationof oading [6]. Similarly, there
hasalsobeenlarge improvementsn driversand operating
systems supportof networking. Despitetheseoptimiza-
tions over time, the distribution of TCP processinghasre-
mainedfairly constant. The major overheadof TCP per
formancecanbedividedinto two cateyories:perbytecosts,
primarily data-touchingperationssuchaschecksumsand
copies;and per paclet costs,including TCP protocol pro-
cessing,interrupt handling, kernel overheads(spinlocks,
contet switches,timers) and buffer manipulations. Fur
thermore,beyond CPU clock speedsmary factorsaffect
the amountof TCP/IP throughputthat a given computer
cansupport,includingmemorybandwidthand capacityof

1performance@umbergeportedn this paperdo not necessarilyepre-
sentthe bestperformanceavailable for the processormamedand should
notbe usedto comparegprocessoperformances



its 1/0 subsystemMore importantly the implementations
of network interfacesandthe TCP/IPsoftwareplay crucial
rolesin performanceoutput. Of the mary possibilities,we
have narroveddown our studyto thefollowing:

i Focusonthebulk datatransferpaths

i Validatethe 1Hz/1bpsrule andinterpretCPU scaling
for TCP

iii ldentify optimizationswith acode-pattanalysisof one
currentreferencemplementatiorof TCP

iv MeasureandanalyzeT CP processinglistributions

v Ildentify the memory bandwidth requirementsand
wherethey areconsumed

In this aspect,this paperaims to deliver a template
for analyzingnetwork processingin general. The basic
methodologiesusedin this analysiscan be extendedto
otherworkloads(e.g. micro-benchmark$or connections,
SpecV¢b99 etc.) orimplementationgTOES).

Therestof this paperis organizedasfollows: Section2
describegshe methodologyandtools we usein our experi-
ments,andhighlightlimitationsof our approachWe take a
bottom-upapproachn ouranalysis We explainandpro le
theLinux TCPtransmitandreceve pathsin Section3. We
analyzethe memoryrequirement®f network processingn
Section4. Basedon this groundwork, we presentour per
formanceresultsin Section5. Our analysisalso provides
detailsandexplanationsvherethe resultsdiverge from the
expectedin Section6. We concludewith projectionson
whatthefuturelandscapenight befor TCPin Section?.

2 Methodology

Ideally, we would have performedall ourexperimenton
the samesetof platformsandoperatingsystemgOS). Our
original planwasto focuson Linux dueto its opensource.
However, aswe progressedn our analysis,we hit limita-
tionsimposedby hardware,measuremertbolsandproduct
availability, andhadto supplemenbur analyseswith mea-
surement®n Windows 2000. We will highlight thosein-
stanceseré.

2.1 Tools
To determingheprocessinglistribution of TCR, we used

thelntel VT une™Performanc&nalyzer, whichallowsfor
low-overheadsampling. The VTune™sampleinterrupts

2Intel, Pentiumare registeredtrademarksof Intel Corporation. Win-
dows, Windows 2000areregisteredrademarkof Microsoft Corporation.
Otherproductsandcompary nameanentionednaybetrademark®f their
respectie owners

the processont speci ed events(e.g. every  clockticks),
and recordsits executioncontect at that sample. Given
enoughsamplestheresultis a statisticalpro le of theratio
of time spentin a particularroutine. This statisticalpro le
identi es hotspotsn the codefor in-depthanalysis.Impor-
tant complementgo VTune™includethe AHA andemon
utilities. AHA is usedto sampleandcompareperformance
of two processorsr frequenciesandallows usinsightsinto
CPU scalingperformanceat the instructionlevel. If two
time pro les aretaken at differentfrequenciedor a given
processartheresultinganalysiscanidentify which sections
of codescalewith frequeng, and which may be limited
by othernon-scalingfactors,suchas memorylateng and
I/0. Theemoneventmonitoringtool is usedto collectinfor-
mationon the processoandchipsetperformanceounters.
This tool is necessaryn getting the front-side bus (FSB)
anddirectmemoryaccesse€DMA) measurements.

2.2 SystemDescription and Limitations

The ttcp programis one micro-benchmarkcommonly
usedfor bulk datatransferanalysis.We usedefault TCP/IP
settingsanddo not attemptto ne-tune the settings.There
areseverallimitationsto ttcp. It usesa single-streamone-
way communication A connectionis setup oncebetween
two nodes. Datais sentfrom the transmitter(s)o the re-
ceiver(s), reusingthe samebuffer spacefor all iterations.
ttcp workloadprimarily characterizebulk datatransferbe-
havior, andmustbe understoodn thatcontext. We choose
this simple workload becausat exercisesthe typical and
optimal TCP codepath[7], andallows usto focuson un-
derstandinghe network stackwithout application-related
distractions. It alsogivesus the upperboundon network
performancef agiventransfersize. To measuréotal mem-
ory requirementgi.e. including DMA), we needaccesgo
countersn thechipset.At thetime of datacollection,emon
was availablefor Windows and only for Intel 82450NX
chipsets. The available test systemis a 450MHz Pen-
tium Il processosystemwith the 82450N X chipset. For-
tunatelythe measurementwe areinterestedn are not af-
fectedby the ageof this system. We usea 100Mbpsnet-
work cardfor theseexperimentgo bettermatchthe slower
system.Our experimentaketupis asfollows:

Performance/Pro®les Mem Requirement
Processor Pentium 4 Pentium Il
Frequeng 0.8GHz,2.4GHz(base 450MHz
L2 CacheSize 512KB 2MB
Chipset 850 82450NX
GBE Adapter Intel Pro 1000 Intel Pro100

Table 1. Experimental Setup



3 Understanding One Reference Implemen-
tation of TCP/IP

3.1 Linux 2.4.16Receie and Transmit fast paths

Previous work exists that tracesthe Linux code path
from the top down (soclet call) andthe bottomup (driver
code)[9, 13]. However, what happensn between,espe-
cially of buffersandqueuemanagements notaswell doc-
umented.We believe that an understandingf thesefunc-
tionsis importantin characterizingl CP performance.As
such,we mapall the functionsin the Linux TCP bulk data
pathsandhighlightthe performance-dependedetailshere.
Onareceve,therecanpotentiallybetwo situationsitheap-
plicationissuesa readbeforedataarrives(i.e. application
buffers are pre-posted)pr dataarriveswaiting for a read.
This will leadto two very differentdatapaths(Figure 1).
In the non pre-postedpath, the paclet is checksummed

rst, andthencopiedwhentheapplicationbuffersareavail-
able. In the otherpath, the paclet undegoesa checksum
andcopy concurrentlyawell-known optimization rst pro-
posedby Jacobsoretal [7]. The correctimplementatiorof
integratedchecksumandcopy (csum-cop) is nottrivial. In
fact, researcherfs] working off Linux-2.3.99-pre&lid not
seeary improvementin performancewith csum-copy. As
we shall seein Section4, the currentversionof Linux has
doneso successfullyLinux-2.4 makesuseof threepseudo
gueuedor this purpose:a normalreceve queue prequeue
(for csum-cop), anda backlogqueug(which senesasthe
over ow queuewhenthe otherreceive queuesarein use).
In addition,in orderfor csum-cop to happenthreecondi-
tions mustbe met: the sequenc@umbersarein order, the
currentprocesss the readerwaiting on the soclet andthe
applicationbuffer is large enoughto receve dataavailable
in the soclet buffer. The rst 2 conditionsare usuallymet
in bulk datatransfers.

The transmit(TX) pathis more straightforvard: csum-
copy is alwaysexercisedin bulk datatransfers(Figure 2).
Worthy of note is that the driver maintainsa memory-
mappedstatusregister which allows the TCP stackto be
awareof driverresourcesindthrottletransmitsaccordingly
This is doneso that the driver never “drops” a paclket on
transmits.On successfuiransmissiorof paclet(s),aninter-
rupt occurswhich reclaimsbuffer resourcesyunmapDMA
andscheduleshe bottomhalf of transmitinterruptto run.

3.2 Functional breakdown of hotspots

Figures3, 4 showv the breakdavn of the major compo-
nentsof TCP/IPprocessinglt wasdif cult to compareour
TCP processingoro les with otherwork [7, 10, 6] dueto
the different viewpoints of the stack and workload used.

Overall, thereis generalagreemenalongtheselines: Ker
neloverheadssoclketsandprotocolprocessingnake up the
bulk of small transfers,while datatouchingand interrupt
processingnake up the bulk of large transfers. We sepa-
ratedprotocolprocessinde.g.tcp_recvmsg)¥rom thesock-
etslayer(e.g.sockrecvmsg]ibc routines).With this view,
we concurwith Jacobsortal [7] thatit is theimplementa-
tion, andnotthe protocolitself, thatis the bottleneck What
we typically referto as TCP protocol processingakesup
about7% on receves, and 10-15%on transmits. On the
otherhand,the socletsinterfaceandcorrespondindibrary
supportcantake up to 34% for small transfers. Another
large portion of kerneloverheadss in systemcall routine,
which handlesall the bookkeepingrequiredto supportsys-
temcalls, parametechecksandcontext switching.We also
foundthe CPU requirement®f the driver codeitself (4%-
11%)to be somavhatlessthan previous studies,probably
due to the addedsophisticationin driver code. E.g. in-
steadof allocatingbuffers on the receiptof every paclet,
andincreasingthe time spentin interrupt, buffers are now
pre-allocated,and continuouslymonitoredfor replenish-
ment. Most NICs also supportinterruptcoalescingon re-
ceive. However, driver andinterruptprocessingstill make
up alargepartof processindor largetransfers Not surpris-
ingly, data-touchingprocessingi.e.,checksumandcopies,
increaseswith transfersize. Data-touchingoperationsof
large transferstake up more than one-thirdof processing.
We obsenedthatareceve of 64B in ttcp exercisegshe non
pre-posteduffers path,sincedataarrivesmuchfasterthan
theapplicationcanissueread(). This explainstherelatively
large percentagef processing13%) neededn receving
a small payloadof 64B. As the transfersize increasethe
integratedchecksumand copy pathis exercisedmore fre-
quently In the currentsoclket model, thereis no way to
control pre-postingof buffers.

4 Understanding TCP/IP Memory Require-
ments

At ahighlevel, it is generallyacceptedhatthe datapath
of any network transfersinvolvesthreeloadson memory
On a receve, the adapterDMAs datainto the receving
paclet buffers,andthe CPU readsthe dataandwritesit to
the nal applicationbuffers. Thereversehappensn trans-
mits. We wantto getexperimentakvidenceof sucha view,
aswell as quantify the effects of TCP control trafc and
cachingon memorybus. In reality, we nd that memory
loadsare highly dependenbn the applicationin question,
buffer sizesand cachingbehaior. Our goalin this section
is to provide a detailedwalk-throughof memoryaccesgat-
ternsof an application,and accountfor cachecohereng
protocols.We compareour theoreticakxpectationgo mea-
suredvaluesto validatethe analysis.
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4.1 Transmit Path

Total memorytraf ¢ is madeup of front sidebus (FSB)
reads/writeandDMA reads/writesFigure5 shavs mem-
ory trafc during a transmit. Figure 6 givesthe measured
FSBtrafc andFigure? givesthe DMA trafc. Thenum-
bersreferredto in this analysisrepresentheratio of mem-
ory to network traf c (e.g. A ratio of 2 impliesthat2 bytes
aregeneratean the memorybus per byte of network traf-
¢). Thedifferencedbetweenexpectedandmeasuredraf-
¢ is dueto TCP controltrafc, retransmissions;ontets
structurescacheinvalidationsand snoops. The 64B data
pointis anexceptionasTCP control pacletshave a signi -
canteffect at smalltransfersizes.We useanL2 cachesize
of 2MB.

In the casewheretransfersize L2 cachethememory
transactionsaireasfollows:

TX 64B TX 64KB
Copiesicsum Others
Others 5oz, Protocol 5os,

49 10%

Kernel

20% Copiesiesum

34%

Sockets/Lib <
34%
. Protocol
Driver/Intr

Driver/intr 26%,
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Figure 3. TCP Processing Distrib ution (TX)(as
% of non-idle time)
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Figure 4. TCP Processing Distrib ution (RX)(as
% of non-idle time)

CPU readsthe application buffer (1): ttcp is written
suchthatthe applicationbuffer is reusecbn every iteration.
Thebuffer is broughtinto cacheonce ,andstaysvalid. Sub-
sequenteadingof this buffer getsits copy from L2. We
expectnearzeroFSBreadgmeasured=0.1].

CPU writes to socket buffer (2): We expectthe soclet
buffer (typically 64KB)to t in L2. Again,it is broughtinto
thecacheonceoninitialization, andstaysin cachethrough-
out. Onwriting to the soclet buffer, the copy in hostmem-
oryis updatedaccordingo thenormalcachecoherencgro-
tocol (i.e, thewritten cachdine is evictedat a later pointor
is returnedo memoryupona snoopfrom I/O).

NIC DMAs from the soclket buffer (3): This generates
oneDMA readmeasured=1.3TheMemorylO Controller
(MIOC) takesthe opportunityto capture(snarf)the outgo-
ing DMA dataduring animplicit write-backto hostmem-
ory. The numberof loadsexpectedon the memorybusis 2
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[measured=2.5].

In thecasewheretransfersize L2 cache:

CPU reads application buffer (1): The application
buffer is now largerthanL2 andis broughtinto cacheon
every iteration. We expectat leastone FSBread. In addi-
tion, ttcp attemptsto emulatereal applicationsby writing
a patterninto the applicationbuffer before transmission.
In otherwords, an additionalfetch from memoryis done.
Contetsarealsocontinuouslybeingbroughtin andevicted
from L2. We had originally thoughtthatthis will increase
thememoryloadonthe FSB.Eviction of modi ed contexts
would bring aboutanincreasen FSB writes (dueto write
backs). However, suchwasnot the case. Dueto the large
payloadbytesinvolvedat the largertransfersizes,contexts
evictionsandcontet-relatedwrite-backsdo not play a sig-
ni cant rolein FSBtrafc.
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CPU writes to socket buffer (2): Dependingoneviction
policies,the soclet buffer is mostlikely notin cache.This
would requirethata copy be broughtin on every iteration.
This givesriseto anextra FSBreadthanthe no-cachecase
consideredn theoverview analysis.

NIC DMAs from socket buffer (3): sameasbefore.

In summary expectedFSB reads= 3 [measured=3.1];
Expected=SBwrites = 1 [measured=1.1]ExpectedDMA
reads= 1 [measured=1.3ExpectedDMA writes=0[mea-
sured=0.06];Expectedtotal load on the memorybus = 5
[measured=5.6].

4.2 Receve Path
We repeatthe sameanalysisfor the receve path. Fig-

ure 8 shavs thereceve path. Figure9 shavs the measured
FSBtraf ¢ andFigure10shovsthemeasureddMA trafc
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onthereceve path.

For the casewheretransfersize L2 cache:

NIC DMAs to the packet buffer (1): The NIC DMAs
datainto thereceve paclet buffer andgeneratesne DMA
write [measured=1.3]The cachedcopy of paclet buffer is
invalidated.

CPU readsfromthe packet buffer (2): For smalltrans-
fer sizes,we expectthe paclet buffer to bein cache.How-
ever, this copy was previously invalidatedby the DMA
write, anda fetch from memoryis needed.This generates
onereadonthe FSB[measured=1.1].

CPU writes to the application buffer (3): As before,
theapplicationbuffer is broughtinto cacheat initialization,
andremainsvalid. The copiesoccurwithout evictions,and

shouldnot generateany FSBwrite traf c [measured=0.05].

No DMA readtrafc is expected[measured=0.1]. Total
loadexpectedonthememorybusis 2 [measured=2.5].
For the casewheretransfersize L2 cache:
(2),(2) aresameasbefore

CPU writes to the application buffer (3): Hereagain,
the applicationhasto be broughtinto cacheon every itera-
tion. We expectat leastone FSBread. Additionally, cache
evictions will alsoforce a write-backof the modi ed ap-
plication, causingone FSBwrite. The neteffectis slightly
worsethanthe casewherea cacheis non-«istent(dueto
extratraf ¢ dueto invalidatesandcachesnoops).In sum-
mary, expectedFSB read = 2 [measured=2.2]Expected
FSB write = 1 [measured=1.1]ExpectedDMA read O
[measured=0.1]ExpectedMA read= 1 [measured=1.3];
Expectedotalloadonthememorybus= 4 [measured=4.7];

Not surprisingly thereis a oneto one mappingof net-
work payloadto DMA payload.Thisratiostayedairly con-
stantregardlessof transfersizes. Extra memoryaccesses
areincurredby control traf c andretransmits.As for the
total load on memory the acceptedsiew of threeloadson
the memorybusis arule of thumbat best. Worthy of note
is the “step-function”that occursfor FSB traf ¢ whenthe
transfersizeis the sameasthe processos cachesize. traf-

c. Whentransfersizesarelessthanl 2, the cacheis large
enoughto accommodatell of the applicationbuffers, the
kernel's soclet and paclet buffers, contects andttcp code
(minimal). Thereis a valid copy of applicationor kernel
buffersin the L2 cachethroughouta ttcp run. This maynot
be generallytrue. On the otherhand,to completelynegate
the effectsof the L2 cache we have usedtransfersizesof
(2MB - 6MB), which is atypically large. Every iteration
causesa full eviction of buffersand TCP contexts, giving
risetothesharpincreasen FSBtraf c. Thesetwo extremes
form the upperandlower boundon memorybandwidthre-
qguirementor realisticworkloads.

5 Understanding TCP/IP Performance
5.1 Validating 1GHz/1Gbpsrule of thumb

Thegenerallyacceptedule of thumbis that 1bpsof net-
work link requireslHz of CPU processingFiguresl1, 12
give afull story of this rule of thumh (whereHz/bpsratio
= %CPUutilization* processospeed bandwidth).It had
heldup remarkablywell overtheyears albeitonly for bulk
datatransferat large sizes.For smallertransferswe found
the processingrequirementto be 6-7 times as expected.
Moreover, the gures show that network processings not
scalingwith CPU speeds.The processingneedsper byte
increasewvhengoing from 800MHz to 2.4GHz. This hap-
pensbecausasCPUspeedncreaseshedisparitybetween
memoryand I/O latenciesversusCPU speedsntensi es.
The processoris held up frequentlywaiting for memoryor
I/O accessesgduring which no work canbe done. “ldle”
time at such ne granularityis not detectedy the OS,and
thusis unableto context switch. Thoseidle timesareac-
countedas work doneand addsto CPU utilization. The



Figure 11. CPU requirements of network pro-
cessing (TX)

scalingeffect is more obvious at larger transfers. As seen
earlier interruptsand copiesmake up the largesthotspots
at thesetransfersizes. Interruptsincur un-cacheabl¢UC)

I/O accessesyhile copiesincur memoryaccessesThein-

creasdn Hz/bpsis alsomore obviousin the transmitpath
dueto the UC accessn every paclet transmission. Tak-

ing measurementat two frequeng points, we found that
performances only scalingat approximately60% of fre-

gueny. The VTune™AHA methodologyhelpedus iden-
tify a numberof opportunitiesfor additionaloptimization,
including: elimination of UC accessedmproved memory
copy loops, and data pre-fetchtuning. Incrementalopti-

mizationsmaybe possible put the bottom-lineremainshat
asCPUspeedgo up, the 1Hz/bpsnolongerholds.

5.2 Recewesversustransmits

Maximum throughput ( 900Mbps, data only) was
achieved quite readily for the larger payloadsizes( Fig-
ure 13). It is thereforesafeto assumehatthe NICs are
able to processat line speeds. It is generallyaccepted
that receve processings the heaier side[7]. Resultsat
800MHz shovedthatsuchanassumptions true. CPUre-
guirementser byte are generallylesserfor transmitthan
for recevve. However, this is not the caseat 2.4GHz (Fig-
ure13). We believethatonepossiblesxplanationis againin
thelateng in UC accessesAn updateof the “tail pointer”
of the descriptomring occurson every successfutransmis-
sion of a paclet. This resultsin anun-cacheablaccesgo
memory-mapped/O. ThoughCPU speedsave increased
from 800MHz to 2.4GHz,the bandwidthof un-cacheable
operationgemainedthe sameat 100-200MBps(the inter-

Figure 12. CPU requirements of network pro-
cessing (RX)

connecthetweerthe processoandmemorycontrollerhub-
calledtheP4bus-operatedta x edfrequeng). Thispoints
to the requirementthat P4 bus frequencieamustincrease
proportionatelywith CPU speeds.The sameUC accesses
occuronthereceve side,but theupdatehappensnly when
receve resourcesun out, andthereis a naturalcoalescing
onthereceve path.As such,l/O andmemory-relatedaten-
ciesarefar morepronouncedn the transmitpaththanthe
receve path.

5.3 Checksumof oad onreceves

Many modernNICssupporichecksunof oads underthe
assumptiol CP checksummingakesup a substantiapart
of the datatouchingprocessindg10, 6, 4]. Thoughcheck-
sumof oad is generallybene cial, Figure 14 shows only
a non-impressie recovery of approximatelyl0% of CPU
cycleswhenchecksunis of oaded.

The 64B payloadspresentan interesting case (Fig-
ure 14). CPU utilization is actuallylargerwhenusingHW
checksum.However, a larger throughputis alsoachieved.
The expecteddecreasen CPU utilization is seenonly in
thelargerpayloads Checksummings aperbyteoperation,
andthushasbiggereffect onlarge payloads Any CPU cy-
clesreductionthat can be attainedby HW checksumming
is expectedo show itself morein thelarge payloads How-
ever, thereis amoresubtle(opposingpehaior atplay here,
whichis seenonly with a Hz/bpsperformancgFigure 15)
graph.Figure 15 showvs gainsacrossll transfersizes with
the largestgain in efciency at the 64B transfers. As we
discussedn section3, the Linux receve path differs for
small andlarge payloads. The large transfersexercisethe



Figure 13. RX versus TX performances (at
2.4GHz)

integratedcsum-cop, while thesmalltransfersexercisethe
csumandthencopy routinesastwo separatecalls. If the
checksunis of oaded to the NIC, the bene t manifestst-
selfmorefor thesmalltransfers.

Upon further examinationof the integrated checksum
routine,we notedthe two forms of the operationasshovn
below:

csum-copy: csum:

mov  mem-> reg; mov  mem-> reg
adcl adcl

mov  reg -> mem; mov  reg -> mem
copy:

mov  mem-> mem

A breakdaevn of checksum(adcl) versuscopy (mov) done
in the csum-copy routine, shavs that the copying domi-
natesoverthechecksunoperationdy alargemargin (90%)
(Figure 16). Suchan obsenation hastwo implications:
i) thatchecksummindhasbeenimplementedeffectively in
the shadav of the copy duringtheintegratedcsum-cop in
Linux-2.4.16;ii) thatthechecksunoperationtself requires
minimal cycles.In summaryon new generatiorprocessors
whereexecutionbandwidthis plenty, checksuncomputa-
tionsarenot the bottleneck.Instead,it is the movementof
datain andoutof theprocessarChecksummingeedgo be
done,preferablyin conjunctionwith the databeingmoved
from one buffer to another Basically performingcheck-
sumswhen the datais copiedfrom the soclet buffers to
applicationspacdancursminimal extra costsover hardware
checksumming More importantly our obsenationsstress
theneedfor reducingcopies(ratherthanchecksummingas
themoreimportantoptimization.

Figure 14. SW versus HW checksum (RX):Raw
performance

Figure 15. SW versus HW checksum (RX):
Hz/bps performance

6 Discussion

Major architectural changeshave been proposedto
counterknown networking bottleneckg6, 12], but nonehas
beencommerciallysuccessfuland still supportsTCP. To
reducekerneloverheadsyserlevel-TCP and othersimilar
OS-bypassnethodologiesuchthe Virtual InterfaceArchi-
tecture[12] canbe employed, and had doneso quite suc-
cessfullyin localized systemnetworks. Among the soft-
ware“tricks” adoptedthemoresuccessfubnesincludethe
useof in-kernel applicationsand zero-cojy transmits. In
kernelapplications(e.g. TUX web sener) residesin ker
nel contet, and bypassedatenciesintroducedby context
switches. Their useis limited to a handful of trustedap-
plicationscloselytied to the OS. Linux-2.4 implementeca



Figure 16. Checksum versus

csum _and _copy routine)

copy (in

simpleversionof zero-cojy transmitsvia send le(). Send-
le() makesuseof thefactthatdataneededypically already
residesn the le buffercache.The le cachehereforedou-
blesasthesoclet (kernel)buffer, anddatais transmittedi-
rectly from thesebuffers. Without the help of intermediate
soclet buffers, the applicationmustnow carefully monitor
pagememoryusageandrelease.A pageof datamustbe
heldasnon-usableintil the TCPacknavledgement$or the
associatedataarrive. Apache2.0now providesfor theuse
of send le() whereverthe OS supportst [5]. Despitesend-
le' slimitations, it is oneof the easiesand mostpractical
waysto dateof achieszing zero-coy on transmits.Thereis
no easysolutionon thereceve side. For now, TOEsseem
to be the one solutionthat addressesnore of theseprob-
lems. Protocolprocessings of oaded. TOEs indirectly
achieve zerocopy, sinceary datamovements localizedin
the TOE adapter Datais ultimately DMAed (without CPU
intervention)to the applicationbuffer whenthetransaction
is deemedcomplete.As such,TOEsalsoreducethe inter-
rupt processingequirementdy interruptingthe hostpro-
cessopnatransactiomatherthanpacletgranularity How-
ever, mary issuesremain. TOESs require substantialpro-
cessinghardwareandlargeamountf onboardnemory In
otherwords, TOEssimply move the hardwarerequirements
somavhereelse. Kerneloverheadsanstill be substantial
if the OS's supportof TOEsis notimplementedwell. An
ongoingeffort in the IETF [3] looks at remotedirect data
placemenaindaimsto de ne a standardvherebyanintelli-
gentadaptercandirectly placedatain the nal application
buffers, potentiallyallowing for true zerocopy. To realize
thefull bene tsof zerocopy, socketsoperationsnustessen-
tially beasynchronous nature.The currentBSD-soclets
interfaceis closelywith the way TCP works. It relieson

acopy semantido/from kernelbuffers,andis synchronous
in nature(sleepson blocks). As we have seenin this study
mary cyclescanpotentiallybewastedn switchingbetween
threadswvhenererthesoclet callsaremadeto wait. In other
words,a new generatiorof socketsprogrammingnterface
mustbe adopted?2]. Provisionsin operatingsystemsnust
alsobemadeto supporthenew socletsparadigmandintel-
ligentof oad engines.Applicationswill have to re-written
to make useof thesenew constructs.

7 Conclusionand Future Work

We have seenthat with CPU speedsgoing beyond 1
GHz,the 1GHz/Gbpsule maynothold. Thisis especially
true of small transfersizes. The non-processingartsare
makinga moresigni cant impacton performanceas CPU
speedsncrease. The needfor a balancedsystemis vital.
In themeantime, new processotechnologysuchashyper
threadingthat targets ne-grain scheduling[11], will help
ushidememorylateng atthe systemlevel, andlesserthat
gap. Neverthelessthe reality is that network processing
will not scalewith CPU speeds.It is doubtful thatthe in-
crementalof oads seenso far will seeusthrough10Gbps
speeds.Thedif culty in of oading partsof TCP process-
ing lies in the factthatthereis no one obvious bottleneck
acrosdifferentworkloads.ModernNICs coalescaeceve
interruptsbasedn sometunablesettings.As expectedn-
terruptcoalescingcanonly be taken sofar beforeresponse
timesareaffected.Receve checksunof oad will getusat
best10% improvement(for large transfersyand segmenta-
tion of oad [4] is usefulagainonly for largetransfers.We
have obsered a trendthat reverseshe view that hostsare
receve-limitedandthis hasvariousimplications.For aweb
sener, for example thepayloadis typically largeron trans-
mitsthanreceies. Thisobsenationcallsfor moreattention
to be givento optimizingthe transmitpathin futureimple-
mentations Despiteall the optimizationghathadbeenim-
plementedthe hotspotf TCP processingemain:copies,
interruptprocessingsoclkets and protocol processingker-
nel overheads Previous studieshave not paid muchatten-
tion to socletsinterface,andwe have foundthatthis layer
malkesup a large partof TCP processing For future work,
we plan to investigatethe soclets interface. We would
alsolike to study the newer networking modelsthat use
eventqueuesandthe asynchronougaradigm. Ultimately,
agenericasynchronousero-copy, TCP-ofoad paradigm,
fully supportedyy the operatingsystemandexposedo ap-
plicationswill berequired.. Thechallengdiesin living up
all of theseexpectationsandstill maintainingthe integrity
of the TCP protocol. For now, true low-cost TCP of oad
remainselusie, with goodreason.
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