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Abstract

Detailedmeasurementsand analysesfor the Linux-2.4
TCP stack on current adapters and processors are pre-
sented.Wedescribetheimpactof CPUscalingandmemory
busloadingon TCPperformance. AsCPU speedsoutstrip
I/O and memoryspeeds,manygenerally acceptednotions
of TCP performancebegin to unravel. In-depthexamina-
tionsandexplanationsof previouslyheldTCPperformance
truths are provided,and we exposecaseswhere theseas-
sumptionsand rules of thumbno longer hold in modern-
dayimplementations.We concludethatunlessmajorarchi-
tectural changesare adopted,wewouldbehard-pressedto
continuerelyingon the1GHz/1Gbpsrule of thumb.

1 Intr oduction

With the advent of 10 Gigabit Ethernet(GBE) and IP
storagenetwork requirements,therehasbeentremendous
industry activity in the areaof TCP/IP Of�oad Engines
adapters(TOEs)[1, 8, 13]. Themotivationbehindtheseef-
forts is the recognitionthat theprocessingrequirementsof
a10GBEnetwork adaptersurpassesboththeCPUabilities
andmemorybandwidthsof mainstreamservers. However,
theavailability of production-readyTOEsandperformance
projectionsis limited atbest.In orderto understandtheper-
formanceimplicationsandvalueof TOEs,we needanup-
dateon the latestTCP implementationsandperformances.
AlthoughTCPperformancehasbeenwidely studiedin var-
iousforms[7, 10, 6], thereareno performanceanalysesin
today'scontext. Thegoalof thisstudyis thereforetwo-fold:

� To con�rm the validity of certainTCP performance
“truths” and proposedoptimizationsin modernday
implementations1

� To take measurementsandanalysesto a deeperlevel
notpreviously takenby otherresearchers.

A seminalpaperby Jacobsonet al [7] showed that the
numberof instructionsfor TCP protocolprocessingitself
is minimal. The main messageis that the implementa-
tion of TCP, andnot theprotocolitself, is the limiting fac-
tor. This bodeswell for the ability of TCP to scaleto
very high speeds.However, TCP requiressubstantialsup-
port from the operatingsystem.Researchers[10] contend
that such non-datatouching portions are the main over-
heads,especiallyfor small transfers. To alleviate the de-
mand on the server's CPU, recent improvementsin net-
work adaptersinclude checksumof�oading, interrupt co-
alescingandsegmentationof�oading [6]. Similarly, there
hasalsobeenlarge improvementsin driversandoperating
system's supportof networking. Despitetheseoptimiza-
tionsover time, thedistribution of TCPprocessinghasre-
mainedfairly constant.The major overheadsof TCP per-
formancecanbedividedinto two categories:perbytecosts,
primarily data-touchingoperationssuchaschecksumsand
copies;andper packet costs,including TCP protocolpro-
cessing,interrupt handling, kernel overheads(spinlocks,
context switches,timers) and buffer manipulations. Fur-
thermore,beyond CPU clock speeds,many factorsaffect
the amountof TCP/IP throughputthat a given computer
cansupport,includingmemorybandwidthandcapacityof

1Performancenumbersreportedin this paperdo not necessarilyrepre-
sentthe bestperformanceavailablefor the processorsnamedandshould
notbeusedto compareprocessorperformances



its I/O subsystem.More importantly, the implementations
of network interfacesandtheTCP/IPsoftwareplay crucial
rolesin performanceoutput. Of themany possibilities,we
havenarroweddown ourstudyto thefollowing:

i Focuson thebulk datatransferpaths

ii Validatethe 1Hz/1bpsrule andinterpretCPU scaling
for TCP

iii Identify optimizationswith acode-pathanalysisof one
currentreferenceimplementationof TCP

iv MeasureandanalyzeTCPprocessingdistributions

v Identify the memory bandwidth requirementsand
wherethey areconsumed

In this aspect,this paper aims to deliver a template
for analyzingnetwork processingin general. The basic
methodologiesused in this analysiscan be extendedto
otherworkloads(e.g. micro-benchmarksfor connections,
SpecWeb99,etc.)or implementations(TOEs).

Therestof this paperis organizedasfollows: Section2
describesthemethodologyandtoolswe usein our experi-
ments,andhighlight limitationsof ourapproach.We takea
bottom-upapproachin ouranalysis.We explainandpro�le
theLinux TCPtransmitandreceive pathsin Section3. We
analyzethememoryrequirementsof network processingin
Section4. Basedon this groundwork, we presentour per-
formanceresultsin Section5. Our analysisalsoprovides
detailsandexplanationswheretheresultsdivergefrom the
expectedin Section6. We concludewith projectionson
whatthefuturelandscapemight befor TCPin Section7.

2 Methodology

Ideally, wewouldhaveperformedall ourexperimentson
thesamesetof platformsandoperatingsystems(OS).Our
original planwasto focuson Linux dueto its opensource.
However, aswe progressedin our analysis,we hit limita-
tionsimposedby hardware,measurementtoolsandproduct
availability, andhadto supplementour analyseswith mea-
surementson Windows�2000. We will highlight thosein-
stanceshere2.

2.1 Tools

To determinetheprocessingdistributionof TCP, weused
theIntel�VT une™PerformanceAnalyzer, whichallowsfor
low-overheadsampling. The VTune™samplerinterrupts

2Intel, Pentiumareregisteredtrademarksof Intel Corporation. Win-
dows,Windows 2000areregisteredtrademarksof Microsoft Corporation.
Otherproductsandcompany namesmentionedmaybetrademarksof their
respective owners

theprocessorat speci�ed events(e.g. every � clockticks),
and recordsits executioncontext at that sample. Given
enoughsamples,theresultis a statisticalpro�le of theratio
of time spentin a particularroutine. This statisticalpro�le
identi�es hotspotsin thecodefor in-depthanalysis.Impor-
tant complementsto VTune™includethe AHA andemon
utilities. AHA is usedto sampleandcompareperformance
of two processorsor frequencies,andallowsusinsightsinto
CPU scalingperformanceat the instructionlevel. If two
time pro�les aretaken at different frequenciesfor a given
processor, theresultinganalysiscanidentify whichsections
of codescalewith frequency, and which may be limited
by othernon-scalingfactors,suchasmemorylatency and
I/O. Theemoneventmonitoringtool is usedto collectinfor-
mationon theprocessorandchipsetperformancecounters.
This tool is necessaryin getting the front-sidebus (FSB)
anddirectmemoryaccesses(DMA) measurements.

2.2 SystemDescription and Limitations

The ttcp programis one micro-benchmarkcommonly
usedfor bulk datatransferanalysis.We usedefaultTCP/IP
settingsanddo not attemptto �ne-tune thesettings.There
areseveral limitations to ttcp. It usesa single-stream,one-
way communication.A connectionis setup oncebetween
two nodes. Data is sentfrom the transmitter(s)to the re-
ceiver(s), reusingthe samebuffer spacefor all iterations.
ttcpworkloadprimarily characterizesbulk datatransferbe-
havior, andmustbeunderstoodin thatcontext. We choose
this simple workload becauseit exercisesthe typical and
optimal TCP codepath[7], andallows us to focuson un-
derstandingthe network stackwithout application-related
distractions. It alsogivesus the upperboundon network
performanceof agiventransfersize.To measuretotalmem-
ory requirements(i.e. includingDMA), we needaccessto
countersin thechipset.At thetimeof datacollection,emon
wasavailablefor Windows�and only for Intel�82450NX
chipsets. The available test systemis a 450MHz Pen-
tium�II processorsystemwith the82450NXchipset.For-
tunatelythe measurementswe areinterestedin arenot af-
fectedby the ageof this system. We usea 100Mbpsnet-
work cardfor theseexperimentsto bettermatchtheslower
system.Ourexperimentalsetupis asfollows:

Performance/Pro®les Mem Requirement
Processor Pentium�4 Pentium�II
Frequency 0.8GHz,2.4GHz(base) 450MHz
L2 CacheSize 512KB 2MB
Chipset 850 82450NX
GBEAdapter Intel�Pro 1000 Intel�Pro100

Table 1. Experimental Setup



3 Understanding One ReferenceImplemen-
tation of TCP/IP

3.1 Linux 2.4.16Receiveand Transmit fast paths

Previous work exists that tracesthe Linux code path
from the top down (socket call) andthe bottomup (driver
code)[9, 13]. However, what happensin between,espe-
cially of buffersandqueuemanagement,is notaswell doc-
umented.We believe that an understandingof thesefunc-
tions is importantin characterizingTCP performance.As
such,we mapall thefunctionsin theLinux TCPbulk data
pathsandhighlighttheperformance-dependent detailshere.
Onareceive,therecanpotentiallybetwo situations:theap-
plication issuesa readbeforedataarrives(i.e. application
buffers arepre-posted),or dataarriveswaiting for a read.
This will leadto two very differentdatapaths(Figure1).
In the non pre-postedpath, the packet is checksummed
�rst, andthencopiedwhentheapplicationbuffersareavail-
able. In the otherpath, the packet undergoesa checksum
andcopy concurrently, awell-known optimization�rst pro-
posedby Jacobsonet al [7]. Thecorrectimplementationof
integratedchecksumandcopy (csum-copy) is not trivial. In
fact,researchers[6] working off Linux-2.3.99-pre8did not
seeany improvementin performancewith csum-copy. As
we shall seein Section4, thecurrentversionof Linux has
donesosuccessfully. Linux-2.4makesuseof threepseudo
queuesfor this purpose:a normalreceive queue,prequeue
(for csum-copy), anda backlogqueue(which servesasthe
over�ow queuewhenthe otherreceive queuesarein use).
In addition,in orderfor csum-copy to happen,threecondi-
tionsmustbe met: thesequencenumbersarein order, the
currentprocessis the readerwaiting on thesocket andthe
applicationbuffer is largeenoughto receive dataavailable
in thesocket buffer. The �rst 2 conditionsareusuallymet
in bulk datatransfers.

The transmit(TX) pathis morestraightforward: csum-
copy is alwaysexercisedin bulk datatransfers(Figure2).
Worthy of note is that the driver maintainsa memory-
mappedstatusregister which allows the TCP stackto be
awareof driverresourcesandthrottletransmitsaccordingly.
This is doneso that the driver never “drops” a packet on
transmits.Onsuccessfultransmissionof packet(s),aninter-
rupt occurswhich reclaimsbuffer resources,unmapDMA
andschedulesthebottomhalf of transmitinterruptto run.

3.2 Functional breakdown of hotspots

Figures3, 4 show the breakdown of the major compo-
nentsof TCP/IPprocessing.It wasdif�cult to compareour
TCP processingpro�les with otherwork [7, 10, 6] dueto
the different viewpoints of the stackand workload used.

Overall, thereis generalagreementalongtheselines: Ker-
neloverheads,socketsandprotocolprocessingmakeupthe
bulk of small transfers,while datatouchingand interrupt
processingmake up the bulk of large transfers.We sepa-
ratedprotocolprocessing(e.g.tcp recvmsg)from thesock-
etslayer(e.g.sock recvmsg,libc routines).With this view,
we concurwith Jacobsonet al [7] thatit is theimplementa-
tion, andnot theprotocolitself, thatis thebottleneck.What
we typically refer to asTCP protocolprocessingtakesup
about7% on receives,and 10-15%on transmits. On the
otherhand,thesocketsinterfaceandcorrespondinglibrary
supportcan take up to 34% for small transfers. Another
largeportionof kerneloverheadsis in systemcall routine,
which handlesall thebookkeepingrequiredto supportsys-
temcalls,parameterchecksandcontext switching.We also
foundtheCPUrequirementsof thedriver codeitself (4%-
11%) to be somewhat lessthanpreviousstudies,probably
due to the addedsophisticationin driver code. E.g. in-
steadof allocatingbuffers on the receiptof every packet,
andincreasingthe time spentin interrupt,buffersarenow
pre-allocated,and continuouslymonitored for replenish-
ment. Most NICs alsosupportinterruptcoalescingon re-
ceive. However, driver andinterruptprocessingstill make
upalargepartof processingfor largetransfers.Not surpris-
ingly, data-touchingprocessing,i.e.,checksumsandcopies,
increaseswith transfersize. Data-touchingoperationsof
large transferstake up more thanone-thirdof processing.
We observedthata receive of 64B in ttcp exercisesthenon
pre-postedbufferspath,sincedataarrivesmuchfasterthan
theapplicationcanissueread().Thisexplainstherelatively
large percentageof processing(13%) neededin receiving
a small payloadof 64B. As the transfersize increase,the
integratedchecksumandcopy path is exercisedmorefre-
quently. In the currentsocket model, there is no way to
controlpre-postingof buffers.

4 Understanding TCP/IP Memory Require-
ments

At ahigh level, it is generallyacceptedthatthedatapath
of any network transfersinvolvesthreeloadson memory.
On a receive, the adapterDMAs data into the receiving
packet buffers,andtheCPUreadsthedataandwrites it to
the�nal applicationbuffers. Thereversehappenson trans-
mits. We wantto getexperimentalevidenceof sucha view,
as well as quantify the effects of TCP control traf�c and
cachingon memorybus. In reality, we �nd that memory
loadsarehighly dependenton the applicationin question,
buffer sizesandcachingbehavior. Our goal in this section
is to provideadetailedwalk-throughof memoryaccesspat-
ternsof an application,and accountfor cachecoherency
protocols.Wecompareour theoreticalexpectationsto mea-
suredvaluesto validatetheanalysis.
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Figure 1. Receive Path: Non­Preposted
Buff ers(top); Pre­Posted Buff ers(bottom)
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Figure 2. Transmit Data Path

4.1 Transmit Path

Total memorytraf�c is madeup of front sidebus(FSB)
reads/writesandDMA reads/writes.Figure5 shows mem-
ory traf�c during a transmit. Figure6 givesthe measured
FSBtraf�c andFigure7 givestheDMA traf�c. Thenum-
bersreferredto in this analysisrepresenttheratio of mem-
ory to network traf�c (e.g.A ratio of 2 impliesthat2 bytes
aregeneratedon thememorybusperbyteof network traf-
�c). Thedifferencesbetweenexpectedandmeasuredtraf-
�c is dueto TCP control traf�c, retransmissions,contexts
structures,cacheinvalidationsandsnoops. The 64B data
point is anexceptionasTCPcontrolpacketshavea signi�-
canteffect at small transfersizes.We useanL2 cachesize
of 2MB.

In thecasewheretransfersize � L2 cache,thememory
transactionsareasfollows:
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Figure 3. TCP Processing Distrib ution (TX)(as
% of non­idle time)
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Figure 4. TCP Processing Distrib ution (RX)(as
% of non­idle time)

CPU readsthe application buffer (1): ttcp is written
suchthattheapplicationbuffer is reusedonevery iteration.
Thebuffer is broughtinto cacheonce,andstaysvalid. Sub-
sequentreadingof this buffer getsits copy from L2. We
expectnearzeroFSBreads[measured=0.1].

CPU writes to socket buffer (2): We expectthesocket
buffer (typically 64KB) to �t in L2. Again,it is broughtinto
thecacheonceon initialization,andstaysin cachethrough-
out. On writing to thesocket buffer, thecopy in hostmem-
ory is updatedaccordingto thenormalcachecoherencepro-
tocol (i.e, thewrittencacheline is evictedat a laterpointor
is returnedto memoryupona snoopfrom I/O).

NIC DMAs fr om the socket buffer (3): This generates
oneDMA read[measured=1.3].TheMemoryIO Controller
(MIOC) takestheopportunityto capture(snarf)theoutgo-
ing DMA dataduringan implicit write-backto hostmem-
ory. Thenumberof loadsexpectedon thememorybusis 2
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Figure 5. S/W transmit path
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Figure 6. Measured FSB Traf�c on TX

[measured=2.5].
In thecasewheretransfersize � L2 cache:
CPU reads application buffer (1): The application

buffer is now larger thanL2 andis broughtinto cacheon
every iteration. We expectat leastoneFSBread. In addi-
tion, ttcp attemptsto emulatereal applicationsby writing
a patterninto the applicationbuffer before transmission.
In otherwords,an additionalfetch from memoryis done.
Contextsarealsocontinuouslybeingbroughtin andevicted
from L2. We hadoriginally thoughtthat this will increase
thememoryloadontheFSB.Evictionof modi�ed contexts
would bring aboutan increasein FSB writes (dueto write
backs).However, suchwasnot thecase.Due to the large
payloadbytesinvolvedat thelargertransfersizes,contexts
evictionsandcontext-relatedwrite-backsdo not playa sig-
ni�cant role in FSBtraf�c.

            ��������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

Figure 7. Measured DMA Traf�c on TX
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Figure 8. Receive Path

CPU writes to socket buffer (2): Dependingoneviction
policies,thesocket buffer is mostlikely not in cache.This
would requirethata copy bebroughtin on every iteration.
This givesriseto anextra FSBreadthantheno-cachecase
consideredin theoverview analysis.

NIC DMAs fr om socket buffer (3): sameasbefore.
In summary, expectedFSB reads= 3 [measured=3.1];

ExpectedFSBwrites= 1 [measured=1.1];ExpectedDMA
reads= 1 [measured=1.3];ExpectedDMA writes= 0 [mea-
sured=0.06];Expectedtotal load on the memorybus = 5
[measured=5.6].

4.2 ReceivePath

We repeatthe sameanalysisfor the receive path. Fig-
ure8 shows thereceive path.Figure9 shows themeasured
FSBtraf�c andFigure10shows themeasuredDMA traf�c
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Figure 9. Measured FSB Traf�c on RX
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Figure 10. Measured DMA Traf�c on RX

onthereceivepath.
For thecasewheretransfersize � L2 cache:
NIC DMAs to the packet buffer (1): TheNIC DMAs

datainto thereceivepacket buffer andgeneratesoneDMA
write [measured=1.3].Thecachedcopy of packet buffer is
invalidated.

CPU readsfr om the packet buffer (2): For smalltrans-
fer sizes,we expectthepacket buffer to bein cache.How-
ever, this copy was previously invalidatedby the DMA
write, anda fetch from memoryis needed.This generates
onereadon theFSB[measured=1.1].

CPU writes to the application buffer (3): As before,
theapplicationbuffer is broughtinto cacheat initialization,
andremainsvalid. Thecopiesoccurwithout evictions,and
shouldnotgenerateany FSBwrite traf�c [measured=0.05].
No DMA read traf�c is expected[measured=0.1].Total
loadexpectedon thememorybusis 2 [measured=2.5].

For thecasewheretransfersize � L2 cache:
(1),(2)aresameasbefore

CPU writes to the application buffer (3): Hereagain,
theapplicationhasto bebroughtinto cacheon every itera-
tion. We expectat leastoneFSBread.Additionally, cache
evictions will also force a write-backof the modi�ed ap-
plication,causingoneFSBwrite. Theneteffect is slightly
worsethanthe casewherea cacheis non-existent(dueto
extra traf�c dueto invalidatesandcachesnoops).In sum-
mary, expectedFSB read = 2 [measured=2.2];Expected
FSB write = 1 [measured=1.1];ExpectedDMA read 0
[measured=0.1];ExpectedDMA read= 1 [measured=1.3];
Expectedtotal loadonthememorybus= 4 [measured=4.7];

Not surprisingly, thereis a oneto onemappingof net-
workpayloadto DMA payload.Thisratiostayedfairly con-
stantregardlessof transfersizes. Extra memoryaccesses
are incurredby control traf�c andretransmits.As for the
total load on memory, theacceptedview of threeloadson
thememorybus is a rule of thumbat best.Worthy of note
is the “step-function”that occursfor FSB traf�c whenthe
transfersizeis thesameastheprocessor's cachesize. traf-
�c. WhentransfersizesarelessthanL2, thecacheis large
enoughto accommodateall of the applicationbuffers, the
kernel's socket andpacket buffers, contexts and ttcp code
(minimal). Thereis a valid copy of applicationor kernel
buffersin theL2 cachethroughouta ttcp run. This maynot
begenerallytrue. On theotherhand,to completelynegate
theeffectsof the L2 cache,we have usedtransfersizesof
(2MB - 6MB), which is atypically large. Every iteration
causesa full eviction of buffers andTCP contexts, giving
riseto thesharpincreasein FSBtraf�c. Thesetwo extremes
form theupperandlower boundon memorybandwidthre-
quirementfor realisticworkloads.

5 UnderstandingTCP/IP Performance

5.1 Validating 1GHz/1Gbpsrule of thumb

Thegenerallyacceptedruleof thumbis that1bpsof net-
work link requires1Hz of CPUprocessing.Figures11, 12
give a full storyof this rule of thumb. (whereHz/bpsratio
= %CPUutilization * processorspeed/ bandwidth).It had
heldup remarkablywell over theyears,albeitonly for bulk
datatransferat largesizes.For smallertransfers,we found
the processingrequirementto be 6-7 times as expected.
Moreover, the �gures show that network processingis not
scalingwith CPU speeds.The processingneedsper byte
increasewhengoing from 800MHz to 2.4GHz. This hap-
pensbecauseasCPUspeedincreases,thedisparitybetween
memoryand I/O latenciesversusCPU speedsintensi�es.
Theprocessoris heldup frequentlywaiting for memoryor
I/O accesses,during which no work can be done. “Idle”
time at such�ne granularityis not detectedby theOS,and
thusis unableto context switch. Thoseidle timesareac-
countedas work doneand addsto CPU utilization. The
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Figure 11. CPU requirements of netw ork pro­
cessing (TX)

scalingeffect is moreobviousat larger transfers.As seen
earlier, interruptsandcopiesmake up the largesthotspots
at thesetransfersizes. Interruptsincur un-cacheable(UC)
I/O accesses,while copiesincur memoryaccesses.Thein-
creasein Hz/bpsis alsomoreobvious in the transmitpath
due to the UC accesson every packet transmission.Tak-
ing measurementsat two frequency points,we found that
performanceis only scalingat approximately60% of fre-
quency. The VTune™AHA methodologyhelpedus iden-
tify a numberof opportunitiesfor additionaloptimization,
including: eliminationof UC accesses,improvedmemory
copy loops, and datapre-fetchtuning. Incrementalopti-
mizationsmaybepossible,but thebottom-lineremainsthat
asCPUspeedsgoup,the1Hz/bpsno longerholds.

5.2 Receivesversustransmits

Maximum throughput ( 900Mbps, data only) was
achieved quite readily for the larger payloadsizes( Fig-
ure 13). It is thereforesafeto assumethat the NICs are
able to processat line speeds. It is generallyaccepted
that receive processingis the heavier side [7]. Resultsat
800MHzshowedthatsuchanassumptionis true. CPUre-
quirementsper byte are generallylesserfor transmitthan
for receive. However, this is not the caseat 2.4GHz(Fig-
ure13). Webelievethatonepossibleexplanationis againin
thelatency in UC accesses.An updateof the“tail pointer”
of thedescriptorring occurson every successfultransmis-
sionof a packet. This resultsin anun-cacheableaccessto
memory-mappedI/O. ThoughCPU speedshave increased
from 800MHz to 2.4GHz,the bandwidthof un-cacheable
operationsremainedthe sameat 100-200MBps(the inter-
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Figure 12. CPU requirements of netw ork pro­
cessing (RX)

connectbetweentheprocessorandmemorycontrollerhub-
calledtheP4bus-operatedata�x edfrequency). Thispoints
to the requirementthat P4 bus frequenciesmust increase
proportionatelywith CPU speeds.The sameUC accesses
occuronthereceiveside,but theupdatehappensonly when
receive resourcesrun out, andthereis a naturalcoalescing
onthereceivepath.As such,I/O andmemory-relatedlaten-
ciesarefar morepronouncedin the transmitpaththanthe
receivepath.

5.3 Checksumof�oad on receives

Many modernNICssupportchecksumof�oads underthe
assumptionTCPchecksummingtakesup a substantialpart
of the datatouchingprocessing[10, 6, 4]. Thoughcheck-
sumof�oad is generallybene�cial, Figure14 shows only
a non-impressive recovery of approximately10% of CPU
cycleswhenchecksumis of�oaded.

The 64B payloadspresentan interesting case (Fig-
ure14). CPUutilization is actuallylargerwhenusingHW
checksum.However, a larger throughputis alsoachieved.
The expecteddecreasein CPU utilization is seenonly in
thelargerpayloads.Checksummingis aperbyteoperation,
andthushasbiggereffect on largepayloads.Any CPUcy-
clesreductionthat canbe attainedby HW checksumming
is expectedto show itself morein thelargepayloads.How-
ever, thereis amoresubtle(opposing)behavior atplayhere,
which is seenonly with a Hz/bpsperformance(Figure15)
graph.Figure15 showsgainsacrossall transfersizes,with
the largestgain in ef�ciency at the 64B transfers. As we
discussedin section3, the Linux receive path differs for
small and large payloads.The large transfersexercisethe
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Figure 13. RX versus TX perf ormances (at
2.4GHz)

integratedcsum-copy, while thesmalltransfersexercisethe
csumandthencopy routinesas two separatecalls. If the
checksumis of�oaded to theNIC, thebene�t manifestsit-
selfmorefor thesmalltransfers.

Upon further examinationof the integratedchecksum
routine,we notedthe two formsof theoperationasshown
below:

csum-copy: csum:
mov mem -> reg; mov mem -> reg
adcl adcl
mov reg -> mem; mov reg -> mem

copy:
mov mem -> mem

A breakdown of checksum(adcl) versuscopy (mov) done
in the csum-copy routine, shows that the copying domi-
natesoverthechecksumoperationsbyalargemargin (90%)
(Figure 16). Such an observation has two implications:
i) that checksumminghasbeenimplementedeffectively in
theshadow of thecopy duringtheintegratedcsum-copy in
Linux-2.4.16;ii) thatthechecksumoperationitself requires
minimalcycles.In summary, onnew generationprocessors
whereexecutionbandwidthis plenty, checksumcomputa-
tionsarenot thebottleneck.Instead,it is themovementof
datain andoutof theprocessor. Checksummingneedsto be
done,preferablyin conjunctionwith thedatabeingmoved
from one buffer to another. Basically, performingcheck-
sumswhen the data is copied from the socket buffers to
applicationspaceincursminimal extra costsoverhardware
checksumming.More importantly, our observationsstress
theneedfor reducingcopies(ratherthanchecksumming)as
themoreimportantoptimization.
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Figure 14. SW versus HW checksum (RX):Raw
perf ormance
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Figure 15. SW versus HW checksum (RX):
Hz/bps perf ormance

6 Discussion

Major architectural changeshave been proposedto
counterknownnetworkingbottlenecks[6, 12], but nonehas
beencommerciallysuccessfuland still supportsTCP. To
reducekerneloverheads,user-level-TCPandothersimilar
OS-bypassmethodologiessuchtheVirtual InterfaceArchi-
tecture[12] canbe employed, andhaddoneso quite suc-
cessfully in localizedsystemnetworks. Among the soft-
ware“tricks” adopted,themoresuccessfulonesincludethe
useof in-kernelapplicationsand zero-copy transmits. In
kernelapplications(e.g. TUX web server) residesin ker-
nel context, andbypasseslatenciesintroducedby context
switches. Their useis limited to a handfulof trustedap-
plicationscloselytied to theOS.Linux-2.4 implementeda
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Figure 16. Checksum versus cop y (in
csum and cop y routine)

simpleversionof zero-copy transmitsvia send�le(). Send-
�le() makesuseof thefactthatdataneededtypicallyalready
residesin the�le buffercache.The�le cachethereforedou-
blesasthesocket (kernel)buffer, anddatais transmitteddi-
rectly from thesebuffers. Without thehelpof intermediate
socket buffers, theapplicationmustnow carefullymonitor
pagememoryusageandrelease.A pageof datamustbe
heldasnon-usableuntil theTCPacknowledgementsfor the
associateddataarrive. Apache2.0now providesfor theuse
of send�le() wherever theOSsupportsit [5]. Despitesend-
�le' s limitations, it is oneof theeasiestandmostpractical
waysto dateof achieving zero-copy on transmits.Thereis
no easysolutionon thereceive side. For now, TOEsseem
to be the one solution that addressesmore of theseprob-
lems. Protocolprocessingis of�oaded. TOEs indirectly
achievezerocopy, sinceany datamovementis localizedin
theTOE adapter. Datais ultimatelyDMAed (without CPU
intervention)to theapplicationbuffer whenthetransaction
is deemedcomplete.As such,TOEsalsoreducethe inter-
rupt processingrequirementsby interruptingthe hostpro-
cessoronatransactionratherthanpacketgranularity. How-
ever, many issuesremain. TOEs requiresubstantialpro-
cessinghardwareandlargeamountsof onboardmemory. In
otherwords,TOEssimplymovethehardwarerequirements
somewhereelse. Kerneloverheadscanstill be substantial
if the OS's supportof TOEsis not implementedwell. An
ongoingeffort in the IETF [3] looks at remotedirect data
placementandaimsto de�ne astandardwherebyanintelli-
gentadaptercandirectly placedatain the �nal application
buffers,potentiallyallowing for true zerocopy. To realize
thefull bene�tsof zerocopy, socketsoperationsmustessen-
tially beasynchronousin nature.ThecurrentBSD-sockets
interfaceis closelywith the way TCP works. It relieson

a copy semanticto/from kernelbuffers,andis synchronous
in nature(sleepson blocks).As we have seenin this study,
many cyclescanpotentiallybewastedin switchingbetween
threadswheneverthesocketcallsaremadeto wait. In other
words,a new generationof socketsprogramminginterface
mustbeadopted[2]. Provisionsin operatingsystemsmust
alsobemadeto supportthenew socketsparadigmandintel-
ligent of�oad engines.Applicationswill have to re-written
to makeuseof thesenew constructs.

7 Conclusionand Future Work

We have seenthat with CPU speedsgoing beyond 1
GHz, the1GHz/Gbpsrule maynot hold. This is especially
true of small transfersizes. The non-processingpartsare
makinga moresigni�cant impacton performanceasCPU
speedsincrease.The needfor a balancedsystemis vital.
In themeantime,new processortechnology, suchashyper-
threadingthat targets�ne-grain scheduling[11], will help
ushidememorylatency at thesystemlevel, andlessenthat
gap. Nevertheless,the reality is that network processing
will not scalewith CPU speeds.It is doubtful that the in-
crementalof�oads seenso far will seeus through10Gbps
speeds.The dif�culty in of�oading partsof TCP process-
ing lies in the fact that thereis no oneobvious bottleneck
acrossdifferentworkloads.ModernNICs coalescereceive
interruptsbasedon sometunablesettings.As expected,in-
terruptcoalescingcanonly betakensofar beforeresponse
timesareaffected.Receive checksumof�oad will getusat
best10% improvement(for large transfers)andsegmenta-
tion of�oad [4] is usefulagainonly for largetransfers.We
have observeda trendthat reversestheview that hostsare
receive-limitedandthishasvariousimplications.For aweb
server, for example,thepayloadis typically largeron trans-
mitsthanreceives.Thisobservationcallsfor moreattention
to begivento optimizingthetransmitpathin futureimple-
mentations.Despiteall theoptimizationsthathadbeenim-
plemented,thehotspotsof TCPprocessingremain:copies,
interruptprocessing,socketsandprotocolprocessing,ker-
nel overheads.Previousstudieshave not paid muchatten-
tion to socketsinterface,andwe have foundthat this layer
makesup a largepartof TCPprocessing.For futurework,
we plan to investigatethe sockets interface. We would
also like to study the newer networking modelsthat use
eventqueuesandthe asynchronousparadigm.Ultimately,
a genericasynchronous,zero-copy, TCP-of�oad paradigm,
fully supportedby theoperatingsystemandexposedto ap-
plications,will berequired.. Thechallengeliesin living up
all of theseexpectations,andstill maintainingtheintegrity
of the TCP protocol. For now, true low-costTCP of�oad
remainselusive,with goodreason.
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